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Search Engines, Digitalization and National Private Law

P.T.J. WOLTERS
*

Abstract: This article answers the following questions: Does the increased influence of
digitalization lead to an expansion of the role of private law? How does this expansion
affect the division of roles between national private law and the law of the European
Union?

In the last 25 years, many new rules have been created for or applied to search engines.
Increasingly, these rules are not imposed by national private law. Instead, the rapid and
international character of digitalization increases the role of the law of the European
Union. This development can be seen in various areas of the law.

First, the relationship between a search engine and its users could be qualified as a
contract. However, national contract law does not seem to play a significant role in
these relationships. Instead, the law of the European Union has imposed an obligation
to provide information and a duty of conformity. Next, European data protection law
imposes conditions on the processing of personal data. As the influence of digitalization
continues to increase, it could also start to create substantive limitations.

Tort law deviates from this pattern. The Directive on electronic commerce reduces the
obligations that are imposed on search engines by national law. However, this deviation
may be corrected in the future. New European rules impose non-contractual obligations
on search engines and other online intermediaries.

These developments show how digitalization increases the role of the European Union
at the expense of national private law. Although national law can still impose new
obligations, the initiative for new rules is firmly held by the European Union.

Mots-clés: loi privée; contenu digital; GDPR; commerce électronique; Marché unique
numérique.

Zusammenfassung: Dieser Beitrag beantwortet die folgenden Fragen: Führt der
zunehmende Einfluss der Digitalisierung zu einer Ausweitung der Rolle des
Privatrechts? Wie wirkt sich diese Ausweitung auf die Rollenverteilung zwischen natio-
nalem Privatrecht und dem Recht der Europäischen Union aus?

In den letzten 25 Jahren wurden viele neue Regeln für Suchmaschinen geschaffen oder
auf diese angewandt. Zunehmend werden diese Regeln nicht mehr durch das nationale
Privatrecht vorgegeben. Stattdessen verstärkt der rasche und internationale Charakter

* Mr P.T.J. (Pieter) Wolters is an associate professor of private law at the Radboud University and a
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der Digitalisierung die Rolle des Rechts der Europäischen Union. Diese Entwicklung ist
in verschiedenen Bereichen des Rechts zu beobachten.

Zunächst könnte die Beziehung zwischen einer Suchmaschine und ihren Nutzern als
Vertrag qualifiziert werden. Allerdings scheint das nationale Vertragsrecht in diesen
Beziehungen keine bedeutende Rolle zu spielen. Stattdessen hat das Recht der
Europäischen Union Informations- und Konformitätspflichten festgelegt. Weiter bes-
timmt das europäische Datenschutzrecht die Bedingungen für die Verarbeitung perso-
nenbezogener Daten. Da der Einfluss der Digitalisierung weiter zunimmt, könnte es
auch beginnen, substantielle Einschränkungen zu schaffen.

Das Deliktsrecht weicht von diesem Muster ab. Die Richtlinie über den elektronischen
Geschäftsverkehr reduziert diePflichten, die das nationaleRecht denSuchmaschinen auferlegt.
Diese Abweichung könnte jedoch in der Zukunft korrigiert werden. Neue europäische Regeln
legen Suchmaschinen und anderen Online-Vermittlern außervertragliche Pflichten auf.

Diese Entwicklungen zeigen, wie die Digitalisierung die Rolle der Europäischen Union
auf Kosten des nationalen Privatrechts stärkt. Obwohl das nationale Recht immer noch
neue Verpflichtungen bestimmen kann, liegt die Initiative für neue Regeln fest in der
Hand der Europäischen Union.

Schlüsselwörter: Privatrecht; digitaler Inhalt; DSGVO; E-Commerce; Digitaler
Binnenmarkt

1. Introduction

1. Digitalization is changing our society. Within a period of 30 years, Internet and
the World Wide Web (the ‘web’) have gained an influence on all aspects of our
daily lives. They change the way in which we search for information, shop and work.
This development is ongoing and the involved interests are ever increasing.1

2. The increased importance of digitalization can provoke conflicts between the
providers and users of digital products and services. It leads to a larger role for
private law. This raises new questions. Most private law norms are written for
‘analogue’ situations. The legal consequences in ‘digital’ situations are not always
clear. For this reason, digitalization necessitates legal development.2 In

1 See e.g. International Data Corporation(IDC), ‘IDC Forecasts Worldwide Technology Spending on
the Internet of Things to Reach $1.2 Trillion in 2022’, IDC 18 June 2018, www.idc.com/getdoc.
jsp?containerId=prUS43994118 accessed 19 Aug. 2019 (about the growth of the ‘internet of
things’); David REINSEL, John GANTZ & John RYDNING, Data Age 2025, The Digitization of the
World, From Edge to Core (IDC 2018), www.seagate.com/files/www-content/our-story/trends/
files/idc-seagate-dataage-whitepaper.pdf accessed 19 Aug. 2019 (about the increased use of ‘big
data’). See also s. 2, n. 11, 19.

2 See e.g. B. SIMPSON, ‘Special Issue: Disrupting Technology, Disruptive Norms: The Role of Law in a
Digital World’, 26. Information & Communications Technology Law 2017, p 1; Report from the
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comparison to the pace of digitalization, this development only progresses slowly.
The amendment of an act takes time.3 ‘General clauses’ allow judges to develop the
law without the involvement of the legislature.4 However, this manner of develop-
ment depends on the cases that are brought before the courts. As a necessity, there
inevitably will be a delay between a new digital development and the first cases.
Because of the rapid pace of digitalization, the issue at hand may no longer be
current by the time that the court has decided the case.5

3. Although the implications of digitalization could be regulated by national
private law, its international character has led to the involvement of the
European Union. In particular, the 2015 ‘Digital Single Market Strategy’ of
the European Commission is aimed at the creation of a European online
market.6 It has led to many (proposed) directives, regulations, reports and
consultations.7

4. This article answers the following questions: Does the increased influence of
digitalization lead to an expansion of the role of private law? How does this
expansion affect the division of roles between national private law and the law of
the European Union? I will not answer these questions to their full extent.8 Instead,
this article is focused on the private law relations between (the providers of) ‘search
engines’ and other private parties.

5. I analyse how the increased influence of digitalization (section 2) has led and is
continuing to lead to new legal obligations for search engines in the areas of
contract law (section 3), data protection law (section 4) and tort law (section 5).

Commission to the European Parliament, the Council and the European Economic and Social
Committee on the Application of the Council Directive on the approximation of the laws, regula-
tions, and administrative provisions of the Member States concerning liability for defective pro-
ducts (85/374/EEC), eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:52018DC0246.

3 Even if the amendment itself can be passed relatively quickly, there will always be a period between
the digital development and the initiative to change the law.

4 About this concept, see Stefan GRUNDMANN, ‘General Standards and Principles, Clauses Générales,
and Generalklauseln in European Contract Law – A Survey’, in Stefan Grundmann & Denis
Mazeaud (eds), General Clauses and Standards in European Contract law: Comparative Law, EC
Law and Contract law Codification (The Hague: Kluwer Law International 2006), pp 1–3.

5 Furthermore, even if a question about the application of a general clause is brought before the
court, it may not provide a clear answer. See e.g. Pieter WOLTERS, ‘The Obligation to Update
Insecure Software in the Light of Consumentenbond/Samsung’, 35. CLSR (Computer Law &
Security Review) 2019, pp 303–304.

6 Communication from the Commission to the European Parliament, the Council and the European
Economic and Social Committee and the Committee of the Regions. A Digital Single Market
Strategy for Europe, pp 2–4, eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2015:192:FIN.

7 For an overview, see ec.europa.eu/commission/priorities/digital-single-market accessed 19 Aug.
2019.

8 See also s. 6 and n. 91, 92, 93.
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This article does not provide a detailed description of all relevant rules. Instead, it
will use the example of search engines to illustrate how digitalization affects the
division of roles (section 6). Digitalization increases the importance of the
European Union at the expense of national private law. Although national law
could still play a role, the European Union has taken the initiative.

2. The Increased Importance of Digitalization and Search Engines

2.1. The First Search Engines

6. The first ‘modern’ search engines for the web are from 1993.9 They are only
slightly younger than the web itself (1990).10 In the early days (1990–1995),
internet was new and exciting. Although the web was already used for informa-
tional, recreational and commercial purposes, the involved interests were much
smaller than they are today.11

7. Furthermore, the various applications were not nearly as sophisticated as they are
today. Search engines did not always or reliably lead to a logical ranking of relevant
websites. For example, it was possible to obtain a higher place in the search results by
adding invisible text or keywords to a website.12 Such lack of sophistication could influ-
ence the legal obligations of search engines. It lowers the expectations of users and third
parties. They understand that relevant search results cannot be taken for granted.

8. This period also emphasized the revolutionary character of the internet.13 The
internet was different. It would facilitate dissemination of information,

9 For a more detailed history of search engines, see J.V.J. vAN HOBOKEN, Search Engine Freedom: On
the Implications of the Right to Freedom of Expression for the Legal Governance of Web Search
Engines (Amsterdam: UvA-DARE 2012), pp 29–38; Commission Staff Working Document. Online
Platforms. Accompanying the document Communication on Online Platforms and the Digital
Single Market, 25 May 2016, SWD(2016) 172, pp 27–28.

10 About the history of the web, see e.g. Tim BERNERS-LEE (with Mark FISCHETTI), Weaving the Web.
The Original Design and Ultimate Destiny of the World Wide Web by Its Inventor (San Francisco:
Harper 1999); J.V.J. VAN HOBOKEN, Search Engine Freedom, pp 23–29.

11 See e.g. Claire COCKBURN & Tom D. WILSON, ‘Business Use of the World-Wide Web’ 16.
International Journal of Information Management (1996), p 83; Lee LEVITT, ‘Commercial use of
the Internet’ in INET’95 Proceedings (INET 1995), web.archive.org/web/20160103083807/,
http://www.isoc.org/inet95/proceedings/PAPER/128/txt/paper.txt accessed 19 Aug. 2019;
Shane GREENSTEIN, How the Internet Became Commercial. Innovation, Privatization and the Birth
of a New Network (Princeton: Princeton University Press 2015); IDC, How the World Uses the
Internet (IDC 2015).

12 For example Lucas D. INTRONA & Helen NISSENBAUM, ‘Shaping the Web: Why the Politics of Search
Engines Matters’, 16. The Information Society 2000, p 174; Peter KENT, Search Engine
Optimization for Dummies (Hoboken: Wiley 2011), Ch. 8.

13 For example Lucas D. INTRONA & Helen NISSENBAUM, 16. The Information Society 2000, pp 169–170,
at 178–179.
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communication and business models that were previously unthinkable. This senti-
ment has strongly affected the valuation of internet companies. It has led to the
‘dot-com bubble’ between 1994 and 2000 and subsequently to rapidly declining
stock prices.14

9. This narrative of ‘internet exceptionalism’ also influences the law. It empha-
sizes the international and ‘free’ character of the internet. According to this
narrative, ‘cyberspace’ cannot be regulated by traditional legal rules. Instead, the
freedom of the internet should be defended.15 Traditional rules with regard to, for
example, freedom of expression,16 enforcement of Intellectual Property rights17

and competition law18 would therefore not apply on the internet.

2.2. Later Developments

10. The influence of the web and the involved interests have increased rapidly
since these early days.19 Search engines are the most important gateway to the
various applications of the web. About half of all visitors reach a website through a

14 About this bubble, see John CASSIDY, Dot.con. How America Lost Its Mind and Money in the
Internet era (New York: Perennial 2003); Roger LOWENSTEIN, Origins of the Crash. The Great
Bubble and Its Undoing (New York: Penguin Press 2004); Bruce ABRAMSON, Digital Phoenix. Why
the Information Economy Collapsed and How It Will Rise Again (Cambridge: MIT Press 2005);
Shane GREENSTEIN, How the Internet Became Commercial, pp 335–364.

15 See in particular JOHN P. Barlow, ‘A Declaration of the Independence of Cyberspace’, Electronic
Frontier Foundation 8 February 1996, www.eff.org/cyberspace-independence. For a discussion
about internet exceptionalism, see ERIC Goldman, ‘The Third Wave of Internet Exceptionalism’,
Technology & Marketing Law Blog 11 March 2009, blog.ericgoldman.org/archives/2009/03/the_
third_wave.htm accessed 19 Aug. 2019; TIM Wu, ‘Is Internet Exceptionalism Dead?’, in Berin
Szoka & Adam Marcus (eds), The Next Digital Decade. Essays on the Future of the Internet
(Washington: TechFreedom 2010), pp 179–188; JEAN-MARIE Chenou, ‘From Cyber-Libertarianism
to Neoliberalism: Internet Exceptionalism, Multi-stakeholderism, and the Institutionalisation of
Internet Governance in the 1990s’, 11. Globalizations 2014, p 216; nn. 16, 17, 18.

16 Mark Tushnet, ‘Internet Exceptionalism: An Overview from General Constitutional Law’, 56.
William & Mary Law Review 2015, p 1637; JUSTIN Hurwitz & GEOFFREY A. Manne, Classical
Liberalism and the Problem of Technological Change (Portland: ICLE 2018), pp 28–36.

17 NEIL Turkewitz, ‘The Song Remains the Same: Exceptionalists Against the Application of the Law’,
Daily Journal 12 January 2017.

18 KRISTIAN Stout & GEOFFREY A. Manne, Amazon Is Not Essential, Except to the EU’s Flawed
Investigations (Portland: ICLE 2019).

19 The most valuable companies in the world are technology corporations. WILL Hall-Smith, ‘What are
the most valuable companies in the world?’, IG 20 November 2018, www.ig.com/en-ch/news-and-
trade-ideas/shares-news/what-are-the-most-valuable-companies-in-the-world–181120; ‘Most
Valuable Companies in the World – 2019’, FXSSI 13 January 2019, fxssi.com/top-10-most-valu
able-companies-in-the-world accessed 19 Aug. 2019;ERIN Duffin, ‘The 100 Largest Companies in
the World by Market Value in 2019 (in Billion U.S. Dollars)’, statista 12 July 2019, www.statista.
com/statistics/263264/top-companies-in-the-world-by-market-value/. accessed 19 Aug. 2019. See
also s. 1; n. 11.
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search engine.20 Moreover, users of a search engine most often click on the top
results. The first hit is visited first by 42% of users.21 The sequence of the results
presented by a search engine therefore has a major influence on the interests that
are involved with the web.22

11. Moreover, search engines achieve large revenues through personalized adver-
tisements. They adjust the displayed ads and search results based on factors such as
the used search term, the location of the user, his previous queries and the
advertisements and hits that he has previously clicked on. This data is not only
collected through the search engine itself, but also through affiliated services of the
search engine provider and other websites.23 This has greatly increased the sophis-
tication and quality of the search engines. Although it is still possible to increase a
website’s rank through search engine optimization, search engines use increasingly
better techniques to exclude irrelevant and low-quality websites from the top
results.24

20 The exact percentage fluctuates and differs by study and website. GENE McKenna, ‘Experiment
Shows Up To 60% Of “Direct” Traffic Is Actually Organic Search’, SearchEngineLand 8 July 2014,
searchengineland.com/60-direct-traffic-actually-seo-195415 accessed 19 Aug. 2019; NATHAN

Safran, ‘Organic Search Is Actually Responsible for 64% of Your Web Traffic (Thought
Experiment)’, Conductor Spotlight 10 July 2014, www.conductor.com/blog/2014/07/organic-
search-actually-responsible-64-web-traffic/ accessed 19 Aug. 2019; Commission Staff Working
Document. Online Platforms, p 29, at 31; Brightedge, 65% of All Trackable Website Traffic
Comes from Search (Foster City: Brightedge 2018); Craig Zevin, ‘Pinterest, Google, & Instagram
Big Winners as Facebook Share of Visits Falls 8% in 2017 [REPORT]’, Shareaholic 22 februari
2018, www.shareaholic.com/blog/search-engine-social-media-traffic-trends-report-2017/ accessed
19 Aug. 2019.

21 THORSTEN Joachims ET AL., ‘Accurately Interpreting Clickthrough Data as Implicit Feedback’, in
Proceedings of the 28th Annual International ACM SIGIR Conference on Research and
Development in Information Retrieval (New York: ACM Press 2005), pp 156–157.

22 LUCAS D. Introna & HELEN Nissenbaum, 16. The Information Society 2000, pp 179–185.
23 In relation to Google, see e.g., myactivity.google.com/privacyadvisor/search; adssettings.google.

com/authenticated?utm_source=search-privacy-advisor; support.google.com/accounts/answer/
1634057 accessed 19 Aug. 2019; SEP Kamvar, ‘Search gets personal’, Google Official Blog 28
June 2005, googleblog.blogspot.com/2005/06/search-gets-personal.html accessed 19 Aug. 2019;
BRYAN Horling & MATTHEW Kulick, ‘Personalized Search for Everyone’, Google Official Blog 4
December 2009, googleblog.blogspot.com/2009/12/personalized-search-for-everyone.html
accessed 19 Aug. 2019; AMIT Singhal, ‘Some Thoughts on Personalizaton’, Google Inside Search
23 November 2011, search.googleblog.com/2011/11/some-thoughts-on-personalization.html
accessed 19 Aug. 2019. See also s. 4.2, 4.3.

24 AMIT Singhal & MATT Cutts, ‘Finding More High-Quality Sites in Search’, Google Official Blog 24
February 2011, googleblog.blogspot.com/2011/02/finding-more-high-quality-sites-in.html
accessed 19 Aug. 2019; BEN Gomes, ‘Our Latest Quality Improvements for Search’, Google – The
Keyword 25 April 2017, www.blog.google/products/search/our-latest-quality-improvements-
search/ accessed 19 Aug. 2019; n. 12.
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12. The increased sophistication and commercial interests translate into greater
legal obligations.25 Even if little can be expected from a new search engine with an
ingenious but also relatively primitive search system, the legal obligations do not
necessarily remain limited after this search engine has developed a mature service
and revenue model.

13. The character of ‘internet exceptionalism’ has also changed. The web is still
seen as special. However, the notion that it should not be regulated now competes
with the idea that tailored rules are necessary.26 Search engines therefore increas-
ingly have to deal with special ‘digital’ rules.

3. Contract Law

3.1. National Contract Law

14. A search engine performs a service for its user. It provides the user with
search results based on the entered query. Although the legal qualification and
effects depend on the national law of the Member States, this relation could be
qualified as a ‘services contract’ or, more specifically, a ‘contract for the provi-
sion of information’.27 Under this qualification, the search engine could be
obligated to perform the service with the care and skill which a reasonable
service provider would exercise under the circumstances.28 However, one
could argue that a user cannot realistically expect relevant search results.29

The service is provided for free. The users only ‘pay’ by looking at personalized
ads.30 Moreover, the question is whether the user of a search engine truly
expects to create legal obligations. His intention is not aimed at the conclusion
of ‘a binding legal relationship’.31 He just wants to use the search engine. The
national contract law of the various Member States therefore seems to play no
significant role in practice.

15. Search engines do consider this contractual dimension. For example, Google
uses a ‘Privacy Policy’ and ‘Terms of Service’. The search engine explicitly states
that it makes no promise about the reliability, availability and quality of its services

25 Compare s. 3.1, 3.3.
26 Nn. 15, 16, 17, 18.
27 Compare the qualification in the DCFR. CHRISTIAN von Bar & ERIC Clive (eds), Principles,

Definitions and Model Rules of European Private Law. Draft Common Frame of Reference
(DCFR) (Oxford: OUP 2010), Arts IV.C.-1:101, IV.C.-7:101.

28 Compare DCFR, Arts IV.C.-2:105, IV.C.-7:104.
29 Section 2.1. About the relevance of the expectations of the client, cf DCFR, Art. IV.C.-2:105(4).
30 Section 2.2, 4. About the relevance of the price, cf DCFR, Art. IV.C.-2:105(4)(d). Under the

DCFR, a price is not required for the qualification as a services contract. DCFR, pp 1597, 1603,
Art. IV.C.-2:101.

31 Compare DCFR, Art. II.-4:101(a).
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and excludes its liability to the extent permitted by law.32 Although these terms
could be considered ‘unfair’ and therefore ‘not binding’ under article 6 Council
Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts
[1993] OJ L95/29 and its national implementations, this classification has no
material consequences if the law does not impose any requirements on the quality
of the service or liability on the search engine anyway.

3.2. Existing European Contract Law

16. The law of the European Union plays a more active role in the regulation of
the relationship between the user and the search engine. It qualifies the search
engine as an ‘Information Society service’.33 The ‘Directive on electronic com-
merce’ imposes an obligation to provide information on the providers of these
services.34 More generally, the ‘Unfair Commercial Practices Directive’ prohibits
misleading commercial practices.35 A trader is obligated to present material infor-
mation in a timely and clear manner.36

3.3. Future European Contract Law

17. Existing European contract law imposes duties to provide information. It is
concerned with the formation of the contract. In contrast, the recently adopted
‘Digital Content and Digital Services Directive’37 also imposes requirements on the
service itself. It has a broad applicability and is formulated in a technology-neutral
manner.38 Pursuant to article 2(2)(a), the definition of ‘digital service’ includes

32 policies.google.com/terms, under ‘Our Warranties and Disclaimers’ and ‘Liability for our Services’,
accessed 19 Aug. 2019.

33 ‘Information Society service’ is defined in Dir. 2015/1535 of 9 September 2015 laying down a
procedure for the provision of information in the field of technical regulations and of rules on
Information Society services, data.europa.eu/eli/dir/2015/1535/oj, Art. 1(1)(b). This definition
replaces the almost identical Art. 1(2) of Dir. 98/34 of 22 June 1998 laying down a procedure for
the provision of information in the field of technical standards and regulations, data.europa.eu/eli/
dir/1998/34/oj, as amended by Dir. 98/48 of 20 July 1998, data.europa.eu/eli/dir/1998/48/oj.
Search engines are covered by this definition. Dir. 2000/31 of 8 June 2000 on certain legal aspects
of information society services, in particular electronic commerce, in the Internal Market, data.
europa.eu/eli/dir/2000/31/oj, recital 18; PATRICK Van Eecke & MAARTEN Truyens, EU Study on the
Legal Analysis of a Single Market for the Information Society. New Rules for a New Age?
(Luxembourg: Publications Office of the European Union 2009) Ch. 6, pp 10–12.

34 Dir. 2000/31, Arts 5, 6, 7, 10, 11.
35 Dir. 2005/29 of 11 May 2005 concerning unfair business-to-consumer commercial practices in the

internal market, data.europa.eu/eli/dir/2005/29/oj, Art. 5(1) (4)(a).
36 Dir. 2005/29, Art. 7(1) (2).
37 Dir. 2019/770 of 20 May 2019 on certain aspects concerning contracts for the supply of digital

content and digital services data.europa.eu/eli/dir/2019/770/oj.
38 Dir. 2019/770, recitals 10, 18, 19.
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services that allow a consumer to access data in digital form. It should therefore
include search engines.39 After all, this service enables users to access digital data
on other websites. A search engine also makes a copy of the indexed websites and
gives users access to these ‘cached’ versions. A broad interpretation even leads to
the conclusion that a ‘normal’ website is also covered by the directive. A typical
website provides access to digital data and thus ‘supplies’ ‘digital content’.40

18. The Digital Content and Digital Services Directive only applies if the con-
sumer provides a consideration. Pursuant to article 3(1), this ‘price’ may also
consist of the provision of personal data. The directive therefore also applies to
‘free’ search engines that earn money through personalized ads.41

19. Articles 6 to 10 state that the digital content and services must comply with
conformity requirements. Although the formulation of these articles is adjusted to
the digital nature of the content and services,42 the requirements correspond to the
conformity requirements of physical goods. For example, the digital content or
service must be fit for normal use and have the quality and performance features
that a consumer may reasonably expect.43

39 This applicability may not be in line with the intention of the Dir. 2019/770. The original proposal
of the European Commission limited its scope to services that are related to data provided by the
consumer or other users. Proposal for a Directive of the European Parliament and of the Council
on certain aspects concerning contracts for the supply of digital content, eur-lex.europa.eu/legal-
content/EN/TXT/?uri=celex:52015PC0634. This restriction was removed by the Council. Proposal
for a Directive of the European Parliament and of the Council on certain aspects concerning
contracts for the supply of digital content (First reading) – General approach, eur-lex.europa.eu/
legal-content/EN/TXT/?uri=consil:ST_9901_2017_ADD_1. The intended scope does not seem to
have changed. As in previous versions, recital 19 of the published directive mentions cloud
computing and social media as examples of digital services. Compare n. 40.

40 Dir. 2019/770, Arts 1(1), 5(2)(a). Cf recital 19. ‘Digital content’ includes e-books and other e-
publications. There is no compelling reason to treat websites differently from other forms of
electronically ‘published’ information.

41 The question of whether there is a ‘contract’ remains important. s. 3.1. Dir. 2019/770, Art. 3(10)
states that the directive does not affect the freedom of Member States to regulate the formation and
other aspects of general contract law. However, the directive contains detailed provisions about its
scope. Recital 24 also states that the directive should apply to these ‘free’ services. A national rule
of general contract law which excludes such relationships may therefore be contrary to the
principle of effectiveness. See also JONATHAN Faull ET AL., ‘C. Article 101(1)’, in Jonathan Faul &
Ali Nikpay (eds), The EU law of Competition (Oxford: OUP 2014), nr. 3.76. The term ‘agreement’
in Treaty on the Functioning of the European Union, data.europa.eu/eli/treaty/tfeu_2012/oj, Art.
101 is not limited to legally binding contracts.

42 Compare Dir. 2019/770, Art. 8(2) (obligation to provide updates).
43 Dir. 2019/770, Art. 8(1)(a) (b). Cf Dir. 1999/44 of 25 May 1999 on certain aspects of the sale of

consumer goods and associated guarantees, data.europa.eu/eli/dir/1999/44/oj; Dir. 2019/771 of
20 May 2019 on certain aspects concerning contracts for the sale of goods, data.europa.eu/eli/dir/
2019/771/oj, Art. 7(1)(a) (d). Under the Commission’s proposal, these ‘objective’ conformity
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20. It is unclear whether and to what extent these ‘substantive’ requirements
impose meaningful obligations on search engines. Normal use of a search engine
involves a certain amount of caution. A user cannot rely on the relevance and
truthfulness of the search results. He must take into account that the websites may
be incorrect or even fraudulent. At the same time, the increased sophistication
(section 2.2) does mean that he can expect the search engine to at least take some
measures to remove fraudulent websites from the results. For example, the user can
at least expect that the search results will not lead him to websites whose unlawful
nature is known to the search engine (see also section 5.2). Moreover, the devel-
opment of search engines is still taking place (section 2.2). As search engines
become increasingly important and sophisticated, the substantive requirements
will also increase.

4. Data Protection Law

4.1. National Data Protection Law

21. The relationship between the user and the search engine is not only governed
by contract law. It is also regulated by data protection law. Search engines already
had insight into IP addresses and other ‘personal data’ of the users or ‘data
subjects’ in the early days.44 However, this information did not play a meaningful
role in the personalization of search results and advertisements. The European
Union did not regulate data protection law. Instead, the protection of personal data
was governed by national law, OECD Guidelines, the Convention for the Protection
of Individuals with regard to Automatic Processing of Personal Data of the Council
of Europe and article 8 of the European Convention of Human Rights.45

4.2. Existing European Data Protection Law

22. Digitalization and internet facilitate the collection, use and dissemination of
more personal data at lower costs. Moreover, this ‘processing’ of personal data
frequently crosses national borders.46 This increased role and international

requirements only applied if the contract did not stipulate the requirements. See e.g. PIETER

Wolters, 35. CLSR 2019, p 299.
44 About these concepts, see Reg. 2016/679 of 27 April 2016 on the protection of natural persons

with regard to the processing of personal data and on the free movement of such data, data.europa.
eu/eli/reg/2016/679/oj, Art. 4(1); ART. 29 DATA PROTECTION WORKING PARTY, Opinion 4/2007 on
the concept of personal data (01248/07/EN WP 136, 2007). IP addresses are personal data. ECJ 19
October 2016, Breyer, curia.europa.eu/juris/documents.jsf?num=C-582/14.

45 About the history of data protection law in Europe, see GLORIA González-Fuster, The Emergence of
Personal Data Protection as a Fundamental Right of the EU (Berlin: Springer 2014), pp 55–107.

46 For the definition of ‘processing’, see Reg. 2016/679, Art. 4(2). About these developments, see
Reg. 2016/679, recitals 5, 6, 7; BERT-JAAP Koops, ‘The Trouble with European Data Protection
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dimension increase the importance of data protection law. The European Union
therefore adopted the ‘Data Protection Directive’ in 1995.47 Further digitalization
continued to create new challenges for the protection of personal data. For this
reason, the European Union replaced the directive in 2016 with the directly applic-
able ‘General Data Protection Regulation’ (‘GDPR’).48 Furthermore, the ‘ePrivacy
Directive’ contains special rules with regard to the processing of personal data in
connection with electronic communication services and communication networks.49

The European Commission has proposed to replace this directive with the ‘ePrivacy
Regulation’.50

23. The European rules primarily impose conditions on the processing of personal
data. For example, a search engine may only personalize the search results and ads
if this processing is covered by one of the grounds of article 6(1) of the GDPR. In
the end, the rules do not contain many absolute prohibitions. For example, perso-
nalization on the basis of special categories of personal data is permitted if the data
subject has given explicit consent pursuant to article 9(2)(a). In most cases, the
question is therefore not whether a search engine can use personal data, but under
what conditions.

4.3. Future European Data Protection Law

24. Further digitalization could lead to more ‘substantive’ limitations on the
personalization by search engines. Article 22(1) of the GDPR prohibits automated

Law’, 4. IDPL (International Data Privacy Law) 2014, pp 250, 256; CHRISTOPHER Kuner ET AL,
‘Internet Balkanization Gathers Pace: Is Privacy the Real Driver?’, 5. IDPL 2015, p 1; CHRISTOPHER

Kuner ET AL., ‘The Data Protection Credibility Crisis’, 5. IDPL 2015, p 161.
47 Dir. 95/46 of 24 October 1995 on the protection of individuals with regard to the processing of

personal data and on the free movement of such data, data.europa.eu/eli/dir/1995/46/oj.
48 N. 44; Reg. 2016/679, recitals 2, 7, 9, 10, 11, 13; VIVIANE Reding, ‘The European Data Protection

Framework for the Twenty-First Century’, 2. IDPL 2012, p 121; BART van der Sloot, ‘Do Data
Protection Rules Protect the Individual and Should They? An Assessment of the Proposed General
Data Protection Regulation’, 4. IDPL 2014, p 317; JAN Philipp Albrecht, ‘How the GDPR Will
Change the World’, 2. EDPL (European Data Protection Law Review) 2016, p 288; SIMON Davies,
‘The Data Protection Regulation: A Triumph of Pragmatism over Principle?’, 2. EDPL 2016, pp
293–94; PAUL de Hert & VAGELIS Papakonstantinou, ‘The New General Data Protection Regulation:
Still a Sound System for the Protection of Individuals?’, 32. CLSR 2016, p 182; P.T.J. Wolters,
‘The Security of Personal Data Under the GDPR: A Harmonized Duty or a Shared Responsibility?’,
7. IDPL 2017, p 165.

49 Dir. 2002/58 of 12 July 2002 concerning the processing of personal data and the protection of
privacy in the electronic communications sector, data.europa.eu/eli/dir/2002/58/oj, last amended
by Dir. 2009/136 of 25 November 2009, data.europa.eu/eli/dir/2009/136/oj.

50 Proposal for a Regulation of the European Parliament and of the Council concerning the respect
for private life and the protection of personal data in electronic communications and repealing
Directive 2002/58/EC, eur-lex.europa.eu/legal-content/EN/ALL/?uri=COM:2017:0010:FIN.
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individual decision-making. However, this prohibition only applies if the proces-
sing leads to a decision which produces legal effects or similarly significantly affects
the data subject.

25. In reality, the impact is limited. Although Google has experimented with
personalized search results since 2005, the personalization remains primarily
based on the person’s location and his or her searches in the past ten minutes. It
rarely alters the top results.51 Furthermore, search engines have no monopoly on
access to information and the web. Users can also find a website through a link that
is shared on social media or by e-mail or find information via other channels such
as newspapers or television.

26. Article 22 of the GDPR becomes more important as the roles of digitaliza-
tion, search engines and personalization continue to increase. If the web and
search engines start to play an even more important role in the dissemination of
news, highly personalized search results can lead to a ‘filter bubble’.52 The user
will only see information that corresponds with his actual or perceived political
views. He will be effectively cut off from news that is viewed by people with
different political leanings. This is at odds with the fundamental right to free-
dom of information of the user and the corresponding rights to freedom of
expression and freedom of the press of the journalists.53 The Cambridge
Analytica saga suggests that personalization of information can even influence

51 JUSTIN Briggs, ‘A Better Understanding of Personalized Search’, Briggsby 24 June 2013, www.
briggsby.com/better-understanding-personalized-search. See also JACOB Weisberg, ‘Bubble
Trouble. Is web personalization Turning Us into Solipsistic Twits?’, Slate 10 June 2011, slate.
com/news-and-politics/2011/06/eli-pariser-s-the-filter-bubble-is-web-personalization-turning-us-
into-solipsistic-twits.html accessed 19 Aug. 2019; JUDITH Horchert, ‘Sehe ich andere
Suchergebnisse als meine Nachbarn?’, Spiegel 25 July 2018, www.spiegel.de/netzwelt/netzpoli
tik/google-projekt-von-algorithmwatch-filterblase-welche-filterblase-a-1219981.html; Jillian
D’Onfro, ‘We sat in on an internal Google meeting where they talked about changing the search
algorithm — here’s what we learned’, CNBC 17 September 2018, www.cnbc.com/2018/09/17/
google-tests-changes-to-its-search-algorithm-how-search-works.html accessed 19 Aug. 2019; BARRY

Schwartz, ‘Google Admits It’s Using very Limited Personalization in Search Results’,
SearchEngineLand 17 September 2018, searchengineland.com/google-admits-its-using-very-lim
ited-personalization-in-search-results-305469 accessed 19 Aug. 2019.

52 About this concept, see ELI Pariser, The Filter Bubble. How the New Personalized Web Is Changing
What We Read and How We Think (New York: Penguin Books 2012).

53 See e.g. UNESCO, Keystones to Foster Inclusive Knowledge Societies. Access to Information and
Knowledge, Freedom of Expression, Privacy, and Ethics on a Global Internet (Paris: UNESCO
2015), pp 38, 46; CLAUDIA Padovani & MAURO Santaniello, ‘Digital Constitutionalism: Fundamental
Rights and Power Limitation in the Internet Eco-System’, 80. International Communication
Gazette 2018, p 298. These fundamental are protected in Universal Declaration of Human
Rights, www.un.org/en/universal-declaration-human-rights/, Art. 19; European Convention of
Human Rights, www.echr.coe.int/Documents/Convention_ENG.pdf, Art. 10; International
Covenant on Civil and Political Rights, treaties.un.org/doc/publication/unts/volume%20999/
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elections.54 Filter bubbles can therefore also be at odds with fundamental
democratic rights.55 Such violations of fundamental rights through personaliza-
tion of search results can significantly affect the data subject. Among other
things, it can lead to a long-term or permanent influence on his political
views.56

27. The protection of fundamental rights is an important objective of the GDPR57 and
article 22.58 It also controls the processing of personal data by search engines and other
private parties.59 Furthermore, decisions that are based on political views and other
special categories of personal data are only allowed if suitablemeasures are implemented
to safeguard the data subject’s rights and freedoms and legitimate interests.60

28. The personalization of ads can also significantly affect a data subject.
Personalized online ads are currently just one of the many sources of commercial
information. However, online shopping is becoming increasingly popular.61 As this

volume-999-i-14668-english.pdf, Art. 19; Charter of Fundamental Rights of the European Union,
data.europa.eu/eli/treaty/char_2012/oj, Art. 11.

54 For example ICO, Investigation into the Use of Data Analytics in Political Campaigns (Report
to Parliament 6 November 2018). See also Commission Staff Working Document. Online
Platforms, p 31.

55 See e.g. about the rights to vote and to freedom of thought, assembly and association Universal
Declaration of Human Rights, Arts 18, 20, 21; European Convention of Human Rights, Arts 9, 11;
International Covenant on Civil and Political Rights, Arts 18, 21, 22; Charter of Fundamental
Rights of the European Union, Arts 10, 12, 39, 40.

56 About this criteria, see ART. 29 DATA PROTECTION WORKING PARTY, Guidelines on Automated
Individual Decision-Making and Profiling for the Purposes of Regulation 2016/679 (17/EN WP
251rev.01, 2018), pp 21–22. The Art. 29 Data Protection Working Party does not explicitly
mention a violation of fundamental rights as an example. However, see also n. 58.

57 Reg. 2016/679, Arts 1(2), 6(1)(f), 23(1), 45(2)(a), 50(b), 51(1), recitals 2, 3, 4, 10, 16, 47, 51, 69,
71, 109, 113, 166, 173; EUROPEAN DATA PROTECTION SUPERVISOR, Opinion 8/2016. EDPS Opinion on
Coherent Enforcement of Fundamental Rights in the Age of Big Data (2016), p 5.

58 Reg. 2016/679, Art. 22(3) (4); ART. 29 DATA PROTECTION WORKING PARTY, Automated individual
decision-making, p 30.

59 For more information about the role of fundamental rights in horizontal relations in the law of the
European Union, see e.g. SONYA Walkila, Horizontal Effect of Fundamental Rights in EU Law
(Groningen: Europa Law Publishing 2016); BAREND van Leeuwen, ‘The Impact of EU Intellectual
Property Law and the Charter on Private Law Concepts’, in Hans-Wolfgang Micklitz & Carla
Sieburgh (eds), Primary EU Law and Private Law Concepts (Cambridge: Intersentia 2017), pp
241–270; ARTHUR Hartkamp, European Law and National Private Law (Cambridge: Intersentia
2016), pp 173–207; ELENI Frantziou, The Horizontal Effect of Fundamental Rights in the European
Union (Oxford: OUP 2019).

60 Reg. 2016/679, Arts 9(1), 22(4).
61 Eurostat, ‘E-commerce statistics for individuals’, eurostat 20 December 2018, ec.europa.eu/euro

stat/statistics-explained/index.php/E-commerce_statistics_for_individuals accessed 19 Aug. 2019;
‘Ecommerce in Europe: €621 billion in 2019’, Ecommerce News 11 June 2019, ecommercenews.
eu/ecommerce-in-europe-e621-billion-in-2019/ accessed 19 Aug. 2019.
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development continues, the importance of personalized ads for the dissemination
of commercial information will increase. If a product is not offered to a user
because of personalization, it can be harder to find it through other channels.
Moreover, personalization does not only influence the selection of the offered
products. It also affects their price. It can effectively bar certain users from
important goods and services by making them prohibitively expensive.62

29. The prohibition of automated individual decision-making does not apply if
the decision is based on the data subject’s explicit consent.63 In this situation, the
search engine is obligated to implement suitable measures to safeguard the rights
and freedoms and legitimate interests of the data subject. These measures primarily
impose conditions on the use of automated individual decisions. The data subject
should have the right to obtain human intervention, to express its point of view and
to contest the decision.64

30. However, article 22 of the GDPR also sets substantive limits. For example, it
demands that the processing does not lead to discrimination based on special
categories of personal data.65 It could require the search engine to also show results
with different political orientations or to ensure that personalized advertisements
and prices do not prevent access to important goods and services. These substan-
tive limits can also be based on the principle of fairness of article 5(1)(a) of the
GDPR.66 Moreover, they could also be imposed by the obligation of conformity in
the Digital Content and Digital Services Directive (§ 3.3). One could argue that a
user can reasonably expect search results that are relatively neutral and do not lead
him to (higher) personalized prices.

62 LUCAS D. Introna & HELEN Nissenbaum, 16. The Information Society 2000, pp 177–178; Art. 29
Data Protection Working Party, Automated individual decision-making, p 22.

63 Reg. 2016/679, Art. 22(2)(c). Zuiderveen Borgesius and Poort state that it is unlikely that a data
subject gives explicit consent for personalized prices. FREDERIK Zuiderveen Borgesius & JOOST Poort,
‘Online Price Discrimination and EU Data Privacy Law’, 40. Journal of Consumer Policy 2017, pp
359–362. See also RICHARD Steppe, ‘Online Price Discrimination and Personal Data: A General
Data Protection Regulation Perspective’, 33. CLSR 2017, pp 776–778. This depends on the
requirements of ‘explicit consent’. About these requirements, see Art. 29 Data Protection
Working Party, Guidelines on Consent under Regulation 2016/679 (17/EN WP259, 2017), pp
18–19. Ambiguous information about personalized prices could also lead to a misleading commer-
cial practice. s. 3.2.

64 About this right, see P.T.J. Wolters, ‘The Control by and Rights of the Data Subject Under the
GDPR’, 22. Journal of Internet Law 2018, 12–13.

65 Reg. 2016/679, recital 71; Art. 29 Data Protection Working Party, Automated individual decision-
making, pp 28, 32.

66 Compare ICO, Big Data, Artificial Intelligence, Machine Learning and Data Protection (2017), pp
19–27; DAMIAN Clifford & JEF Ausloos, ‘Data Protection and the Role of Fairness’, 37. Yearbook of
European Law 2018, pp 140–141, 158–160, 178–181; ELENA G. González & PAUL de Hert,
‘Understanding the legal provisions that allow processing and profiling of personal data – an
analysis of GDPR provisions and principles’, 19. ERA Forum 2019, pp 615–616, at 618.
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31. Finally, personalized search results and ads can affect the internal market
of the European Union.67 A search engine personalizes search results and ads
based on location. For this reason, it could only display (advertisements of)
online stores that are located in the user’s country. Although this can be
justified by consumer preference for ‘local’ online stores,68 it effectively pre-
vents sellers from other Member States from offering their products and services
throughout Europe. It is a form of discrimination based on nationality and a
restriction on the free movement of goods and services.69 The rules about the
internal market are primarily addressed to the Member States. However, they
can also play a role in horizontal relations. A prohibition of this kind of
personalization would go further than the horizontal effects that have been
accepted so far.70 However, the argument for such a restriction would become
stronger if the influence of personalization on the development of the internal
market increases due to further digitalization.71

5. Tort Law

5.1. National Tort Law

32. The performance of the search engine service can affect the interests of third
parties. In most cases, the third parties want to be found. The order in which the
results are displayed has a major influence on the number of visitors to websites (§
2.2). The third parties could therefore argue that a search engine is obligated to
take their interests into account. In theory, the search engine could commit the tort
of negligence, or another tort, if it demotes or delists a website. The possibility and
scope of this claim depends on the national law of the Member States.72 Generally,
the chance of success is limited in the absence of a violation of competition law73 or

67 Treaty on European Union, data.europa.eu/eli/treaty/teu_2012/oj, Art. 3; Treaty on the
Functioning of the European Union, Art. 26.

68 Compare Eurostat, eurostat 20 December 2018.
69 About these rules, see Treaty on the Functioning of the European Union, Arts 18, 34, 56; ROEL van

Leuken, Private Law and the Internal Market (Cambridge: Intersentia 2017), pp 40–49, at 56–58.
70 About the horizontal effect of the rules on the internal market, see e.g. ECJ 3 October 2000, Ferlini,

curia.europa.eu/juris/liste.jsf?num=C-411/98; ECJ 17April 2018,Egenberger, curia.europa.eu/juris/
documents.jsf?num=C-414/16; Van Leuken, Private Law and the InternalMarket, pp 63–137; ARTHUR

Hartkamp, European Law and National Private Law, pp 49–63, at 71–72.
71 Compare CRISTOPH Krenn, ‘A Missing Piece in the Horizontal Effect “Jigsaw”: Horizontal Direct

Effect and the Free Movement of Goods’, 49. Common Market Law Review 2012, pp 209–212.
72 Compare DCFR, Arts VI.-2:208(1), VI.-3:102(b). Under the DCFR, the failure to take such care as

could be expected from a reasonably careful person in the circumstances of the case constitutes
negligence. The loss i.e. caused by an unlawful impairment of a person’s profession or trade is
legally relevant damage.

73 For an example of such a violation of competition law, see Commission, ‘Antitrust: Commission
fines Google €2.42 billion for abusing dominance as search engine by giving illegal advantage to
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unlawful discrimination (section 4.3).74 This has several reasons. First, the deter-
mination of the relevancy of the search results is subjective. It is the core of a
search engine service and an aspect that can distinguish the different search
engines from each other. For this reason, the order of the results is not only
important for the third parties. It also matters to the users and therefore to the
search engine itself.75 Furthermore, places among the top results are scarce. The
higher placement of one website necessarily means that another website will be
more difficult to find.

33. In other cases, the third party wants to keep certain information from being
found. This is particularly the case if the search engine leads to websites that
slander the third party or infringe its intellectual property rights. The third party
can argue that the search engine commits a tort by facilitating access to these
unlawful websites. Such claims have led to diverse judgements in various European
countries.76

5.2. Existing European Tort Law

34. ‘Internet exceptionalism’ (section 2.1) argues against the liability of search
engines and other intermediaries. Search engines increase the accessibility of
information and therefore play an important role in the development of the ‘free’
internet. This goal would be hampered if search engines were held liable for
unlawful search results.77

own comparison shopping service’, Europa.eu 27 June 2017, europa.eu/rapid/press-release_IP-17-
1784_en.htm accessed 19 Aug. 2019. About the right to compensation for a breach of competition
law generally, see e.g. ECJ 20 September 2001, Courage/Crehan curia.europa.eu/juris/liste.jsf?
num=C-453/99; ECJ 13 July 2006, Manfredi, curia.europa.eu/juris/documents.jsf?num=C-295/
04; ECJ 14 June 2011, Pfeiderer, curia.europa.eu/juris/liste.jsf?num=C-360/09; ECJ 6 November
2012, Otis, curia.europa.eu/juris/liste.jsf?num=C-199/11; ECJ 6 June 2013, Donau Chemie curia.
europa.eu/juris/liste.jsf?num=C-536/11; ECJ 5 June 2014, Kone, curia.europa.eu/juris/liste.jsf?
num=C-557/12.

74 For examples of this claim in the United States, see United States District Court, W.D. Oklahoma
27 May 2003, Search King v. Google, 2003 WL 21464568; United States District Court for the
Northern District of California (San Jose Division) 16 March 2007, KinderStart.com v. Google,
2007 WL 831806.

75 LUCAS D. Introna & HELEN Nissenbaum, 16. The Information Society 2000, p 176; Commission
Staff Working Document. Online Platforms, p 31.

76 Stockholms tingsrätt 17 April 2009, Piratebay, B 13301–06; PATRICK Van Eecke & MAARTEN

Truyens, Single Market for the Information Society, Ch. 6, pp 2–6; J.V.J. van Hoboken, Search
Engine Freedom, pp 233–236; CHRISTINA J. Angelopoulos, European Intermediary Liability in
Copyright: A Tort-Based Analysis (Amsterdam: UvA-DARE 2016), p 43, at 126–127, 134, 144–
146, 158; STEFAN Kulk, Internet Intermediaries and Copyright Law. Towards a Future-Proof EU
Legal Framework (2018), pp 111–112.

77 For example GIOVANNI Sartor, Providers Liability: From the Commerce Directive to the Future (in-
depth analysis for the European Parliament, PE 614.179, 2017) pp10–15; KEVIN T. O’Sullivan,
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35. This argument is reflected in the Directive on electronic commerce. The
articles 12, 13 and 14 stipulate that the provider of an information society service
(see also section 3.2) that consists of the transmission (‘mere conduit’), ‘caching’
or ‘hosting’ of information is not liable for the unlawful content of this information.
Furthermore, the provider has no general obligation to monitor the information.78

However, a provider of a hosting service does have an obligation to remove the
information after it becomes aware of the unlawful nature.79

36. Much has been written about whether search engines can benefit from these
provisions.80 In Google France/Louis Vuitton Malletier, the European Court of
Justice ruled that a search engine advertising service (‘internet referencing ser-
vice’) falls under the hosting exception as long as the service provider has not
played an active role of such a kind as to give it knowledge of, or control over, the
data stored. The same applies to online marketplaces pursuant to eBay. These
conclusions suggest that a search engine service can also benefit from the excep-
tion. After all, this service seems to be more ‘neutral’, ‘merely technical’, ‘auto-
matic’ and ‘passive’ than search engine advertising services and online
marketplaces.81

37. Again, the European Union regulates an issue that was previously governed by
national private law. However, this interference is notably different from the
European rules discussed in the previous sections. In contrast to contract law and
data protection law, the European Union does not impose stricter procedural
(sections 3.2 and 4.2) and substantive (sections 3.3 and 4.3) requirements.
Instead, it ensures that the intermediaries are not hindered by liability and

‘Copyright and Internet Service Provider ““Liability””: The Emerging Realpolitik of Intermediary
Obligations’, 50. IIC (International Review of Intellectual Property and Competition Law) 2019,
pp 528–529.

78 Dir. 2000/31, Art. 15; ECJ 16 February 2012, SABAM, curia.europa.eu/juris/liste.jsf?num=C-
360/10.

79 Dir. 2000/31, Art. 14(1)(b). The obligation to delist unlawful websites can also be based on data
protection law. Reg. 2016/679, Art. 17; ECJ 13 May 2014, Google Spain, curia.europa.eu/juris/
liste.jsf?num=C-131/12.

80 For example LILIAN Edwards, Role and Responsibility of Internet Intermediaries in the Field of
Copyright and Related Rights (WIPO 2011), pp 13–14; J.V.J. van Hoboken, Search Engine
Freedom, pp 227–230, 236–240, 328–329; CHRISTINA J. Angelopoulos, European Intermediary
Liability in Copyright, pp 46–47; GIOVANNI Sartor, Providers Liability, pp 21–29.

81 Opinion of AG Poiares Maduro 22 September 2009, Google France/Louis Vuitton Malletier, curia.
europa.eu/juris/liste.jsf?num=C-236/08, para. 144. About the importance of this ‘neutral’ char-
acter, see ECJ 23 March 2010, Google France/Louis Vuitton Malletier, curia.europa.eu/juris/liste.
jsf?num=C-236/08, para. 114; ECJ 12 July 2011, eBay, curia.europa.eu/juris/liste.jsf?num=C-
324/09, para. 113; Dir. 2000/31, recital 42; MARTIN Husovec, Injuctions Against Intermediaries
in the European Union. Accountable but Not Liable? (Cambridge: Cambridge University Press
2017) pp 54–55; STEFAN Kulk, Internet Intermediaries and Copyright Law, pp 112–113.
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obligations to monitor. It takes a step back to the internet exceptionalism of the
early days (section 2.1).

5.3. Future European Tort Law

38. This deviation from the trend may be corrected in the future. The recently
adopted ‘Directive on copyright in the digital single market’ states that an ‘online
content-sharing service provider’ is liable for unauthorized acts of communication
to the public of copyright-protected works.82 Like the providers of hosting ser-
vices (section 5.2), the online content-sharing service provider can escape this
liability if it removes the protected works after being notified of their infringing
nature. However, it is also obligated to take preventive measures. Pursuant to
article 17(4), the online content-sharing service provider must make best efforts
to obtain authorization (a) and, if this fails, to prevent future uploads of the
removed material (c) and other protected works for which the rightholders have
provided the service providers with the relevant and necessary information (b).
For example, it could ‘filter’ content that is shared by users.83 However, the exact
scope of the obligations of the online content-sharing service provider must be
determined in light of the principle of proportionality. Even under the Directive
on copyright in the digital single market, the provider does not have any general
monitoring obligation.84

39. A search engine is not aimed at the storage of copyright-protected works that
are uploaded by its users. It is therefore not an online content-sharing service.
However, it is conceivable that similar obligations will also be imposed on search
engines in the future.85 For example, such an obligation could be imposed by a
possible revision of the Directive on electronic commerce. Various reports and
preparatory studies state that the exclusion of liability should be extended or

82 Dir. 2019/790 of 17 April 2019 on copyright and related rights in the Digital Single Market, data.
europa.eu/eli/dir/2019/790/oj, Arts 2(6), 17(4).

83 The original proposal of the European Commission mentioned ‘content recognition technology’ as
an example of a measure to prevent unauthorized access. Proposal for a Directive of the European
Parliament and of the Council on copyright in the Digital Single Market, eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:52016PC0593, Art. 13(1), recital 39. Although this technology is
no longer mentioned in the final directive, it could still be used to prevent unauthorized uploads of
protected works. See also SALLIE Spilsbury, ‘Rewriting the Rule Book? The Latest on the Draft
Copyright Directive’, 17. Entertainment and Sports Law Journal 2019, p 3.

84 Dir. 2019/790, Art. 17(5) (8).
85 O’Sullivan, IIC 2019, p 528–529. Compare ECJ 3 October 2019, Glawischnig-Piesczek/Facebook,

curia.europa.eu/juris/liste.jsf?num=C-18/18. The eCommerce Directive does not preclude a
Member State from ordering a host provider to remove information i.e. identical or equivalent to
information that was previously declared unlawful.
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clarified.86 The European Commission has opted for a sectorial, problem-driven
approach to this issue.87 So far, its attention has been focused in particular on the
aforementioned Directive on copyright in the digital single market. The revision of
the electronic commerce framework has so far not led to (a proposal for) the
change of search engine liability.

40. The European Union did regulate the relationship between the search engines
and websites that want to be found (see also section 5.1). The ‘Online intermedia-
tion services Regulation’ requires a ‘provider of online search engine’ to disclose
the main parameters that determine the ‘ranking’.88 This description must be
sufficient to obtain an adequate understanding of whether, and if so how and to
what extent, the ranking mechanism takes account of the characteristics of the
goods and services, the relevance of those characteristics to consumers and the
design characteristics of the website used by ‘corporate website users’.89 The
Online intermediation services Regulation does not provide clarity about the
required level of detail. Pursuant to article 5(6), the search engine is not required
to disclose algorithms or information that, with reasonable certainty, would result
in the enabling of deception of consumers or consumer harm through the manip-
ulation of search results. Furthermore, the duty to provide information is without
prejudice to the ‘Trade secrets Directive’.90 The search engines are therefore not
obligated to fully disclose the used algorithms and parameters.

41. The Online intermediation services Regulation is limited to duties to provide
information. It does not impose substantive requirements on the ranking of search
engines. The regulation does not prohibit the delisting or demoting of popular
websites for arbitrary reasons. It only forces the search engines to reveal these
arbitrary reasons. For this reason, it does not reach as far as other new European
rules.

86 Commission, Synopsis Report on the Public Consultation on the Regulatory Environment for
Platforms, Online Intermediaries and the Collaborative Economy (2016), ec.europa.eu/digital-
single-market/en/news/full-report-results-public-consultation-regulatory-environment-platforms-
online-intermediaries accessed 19 Aug. 2019, p 16; ANNABELLE Gawer, Online Platforms:
Contrasting Perceptions of European Stakeholders A Qualitative Analysis of the European
Commission’s Public Consultation on the Regulatory Environment for Platforms (Study for the
European Commission, 2016), pp 2, 9–12, 16–17, 26, 30.

87 Online Platforms and the Digital Single Market. Opportunities and Challenges for Europe, p 9,
eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52016DC0288.

88 Reg. 2019/1150 of 20 June 2019 on promoting fairness and transparency for business users of
online intermediation services, data.europa.eu/eli/reg/2019/1150/oj, Arts 2(5) (6) (8), 5(2).

89 Reg. 2019/1150, Arts 2(7), 5(5).
90 Dir. 2016/943 of 8 June 2016 on the protection of undisclosed know-how and business informa-

tion (trade secrets) against their unlawful acquisition, use and disclosure, data.europa.eu/eli/dir/
2016/943/oj.
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6. Synthesis and Conclusion. A New Division of Roles

42. This article answers the following questions: Does the increased influence of
digitalization lead to an expansion of the role of private law? How does this
expansion affect the division of roles between national private law and the law of
the European Union?

43. The increased influence of digitalization has led to new legal obligations in
the areas of contract law, data protection law and tort law. These obligations are
developed in a fixed pattern. The obligations that are created by national law are
limited (sections 3.1 and 4.1). The European Union starts by imposing duties to
provide information and other conditions (sections 3.2 and 4.2). However, as the
influence of digitalization increases, European law also starts to create substantive
requirements (sections 3.3. and 4.3).

44. Tort law deviates from this pattern. The Directive on electronic commerce
reduces the obligations that are imposed on search engines and other intermedi-
aries by national law (sections 5.1 and 5.2). However, this deviation from the trend
may be corrected in the future (section 5.3). The Directive on copyright in the
digital single market creates substantive requirements on online content-sharing
service providers. Furthermore, the Online intermediation services Regulation
imposes duties to provide information on search engines.

45. Europe’s increased role is not limited to the discussed rules. The European
Union plays a greater role in (almost) all legal areas. Digitalization is a constant and
important driver for this development. First, it has significantly influenced our
society in a relatively short time. The impact and speed of these changes necessitate
legal development. Furthermore, digitalization facilitates internationalization and
cross-border communication and trade. This international element justifies the role
of the European Union (section 1). For these reasons, digitalization is also fuelling
European developments in, for example, competition law,91 company law92 and
labour law.93 The importance of digitalization for the development of European
Law can also be illustrated by pointing to the differences between the withdrawn

91 For example JACQUES Crémer, YVES-ALEXANDRE de Montjoye & HEIKE Schweitzer, Competition Policy
for the Digital Era (report for the European Commission, Luxembourg: Publications Office of the
European Union 2019). About competition law and search engines, see also VIKAS Kathuria, ‘Greed
for Data and Exclusionary Conduct in Data-Driven Markets’, 35. CLSR 2019, p 89.

92 For example Dir. 2019/1151 of 20 June 2019 amending Directive (EU) 2017/1132 as regards the
use of digital tools and processes in company law, data.europa.eu/eli/dir/2019/1151/oj.

93 For example Dir. 2019/1152 of 20 June 2019 on transparent and predictable working conditions
in the European Union, data.europa.eu/eli/dir/2019/1152/oj, recital 4.
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‘analogue’ ‘Common European Sales Law’94 and the adopted ‘digital’ Digital
Content and Digital Services Directive.95

46. The influence of the Digital Single Market Strategy and the resulting
European directives and regulations comes at the expense of the role of national
private law. In more and more areas, national private law is obligated to follow the
course of Europe. This does not mean that the role of national law is played out.
Directives must be implemented in and enforced through national (procedural) law.
Additionally, ‘general clauses’ of national law, such as ‘the care and skill of a
reasonable service provider’ and ‘negligence’, can still play a role in questions
that are not (yet) governed by European law (sections 3.1 and 5.1).96

47. At the same time, the trend is clear. The European Union introduces a large
amount of new rules that are ultimately interpreted by the European Court of
Justice. A preliminary ruling can therefore be a more attractive or ‘safer’ option
than a ground breaking application of a national standard. As a result, the initiative
for new rules in relation to digitalization is firmly held by the European Union. The
role of national private law is becoming increasingly limited.

94 Proposal for a Regulation of the European Parliament and of the Council on a Common European
Sales Law, eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:52011PC0635.

95 Compare A.L.B. Colombi Ciacchi & E.A.G. van Schagen, ‘Van een optioneel kooprecht naar een
volledig geharmoniseerd online én offline digitaal kooprecht?’, Nederlands Tijdschrift voor
Burgerlijk Recht 2016, pp 153–154.

96 For an example, see Wolters, CLSR 2019, pp 301, 305 (national law could impose a duty of
conformity on the developer of software and in business-to-business relations).
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