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Data-driven decision making,  
AI and the Googlization  
of health research
Tamar Sharon

1. Introduction

The use of big data and artificial intelligence (AI) applications in the field of 
health and medicine is presenting exciting prospects for the future of dis-
ease detection, management of chronic conditions, drug discovery and even 
the delivery of health services. Machine learning in particular, one form of 
AI, has recently been shown to analyze images from radiology, dermatology 
and ophthalmology, to levels of accuracy that match clinicians’ own abili-
ties, thus successfully detecting diseases such as skin cancer, breast cancer 
and certain eye diseases (Esteva et al. 2017; Fogel and Kvedar 2018; Wise 
2018). As is often the case with technological innovation, a good dose of hype 
surrounds the implementation of AI in health, and specialists are pointing 
out that these technologies are coming up against many practical limitations, 
while introducing a host of new challenges. For example, there is still a lack 
of standardization and interoperability in digital medical systems. Clinical 
practice, furthermore, often involves complex judgments that draw on con-
textual knowledge and the ability to read social cues that AI is unable, at 
least currently, to replicate. And, as has been increasingly researched in the 
fields of law enforcement and banking, AI is vulnerable to biases that are 
reproduced in decision-making (Agniel et al. 2018), that can have important 
consequences in medical treatment. 

Yet even as the use of AI in health is at an earlier stage than the hyperbole 
surrounding it suggests, there is a strong desire among a number of stake-
holder groups to see these tools developed and implemented in the healthcare 
and medical research setting, beginning with policy makers at the national 
and supranational levels (see for example EC 2016, 2018). Because of this, 
the development and implementation of big data and AI in health is advanc-
ing more rapidly than the process of finding answers to the thorny ethical, 
legal and societal questions that it raises. These include the potential of AI to 
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make incorrect decisions and questions of accountability and responsibility 
in relation to them, effects on the role of healthcare professionals in practi-
tioner-AI-patient relationships, the potential for dehumanization of medical 
care, privacy concerns, and others (see for example NCB 2018; EGE 2018). In 
this paper, I focus on one under-researched dimension of what we might call 
this ethical predicament of AI and big data in health: the fact that the experts 
in AI and big data are not so much biomedical researchers and clinicians, but 
large technology corporations. As I will argue, this adds an additional set of 
ethical and societal concerns to the already complex issues surrounding the 
implementation of big data and AI in health that need to be addressed before 
innovation in medical research and healthcare practices solidify.

2. The Googlization of health research (GHR) 

The promise of big data and AI in health lies in the ability to capture many 
different types of data – messy, unstructured data that are also being gener-
ated outside of the traditional spaces of medicine – and to make sense of this 
data; to make it actionable. In this framing, healthcare and health science are 
reduced to a logistics process of data flows between scientists, practitioners 
and patients. And when health and medicine are framed as problems of ef-
fective management of complex data, experts in data management inevitably 
become experts in health. Thus, in the past few years, every major consumer 
technology corporation, from Alphabet to Apple, to Amazon, IBM, Ama-
zon, even Facebook, has moved decisively into the health and biomedical 
sector. These are companies that for the most part have had little interest 
in health in the past, but that by virtue of their data expertise and the large 
amounts of data they already have access to, are becoming important fa-
cilitators, if not initiators, of data-driven health research and healthcare. I 
call this new model of research the “Googlization of health research” (GHR) 
(Sharon 2016). 

GHR promises to advance health research by providing the technological 
means for collecting, managing and analyzing vast and heterogenous types 
of data. Apple’s Health app, for example, which all iPhones come equipped 
with since 2014, allows users to store user-generated health data from vari-
ous sources, including those generated by the iPhone. Since January 2018, it 
can now be used to integrate this data with users’ electronic health records 
in collaborating hospitals across the United States, turning the iPhone into a 
“one-stop shop” for personal health data (Farr 2017). In the research domain, 
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Apple’s ResearchKit platform allows researchers to carry out medical studies 
on iPhones by collecting data using the phone’s various sensors. Current-
ly, more than twenty studies including over 100,000 participants are being 
carried out using the ResearchKit, in collaboration with some of the world’s 
leading research institutes. Apple has also begun partnering with pharmaceu-
tical companies who see potential in the iPhone and Apple Watch for virtual 
“at home” trials (Vincent 2016). 

Like Apple, Alphabet is also exploring a number of channels for tying per-
sonal health-related data to biomedical researchers, and is developing new 
tools to capture and organize unstructured health data. Verily, its life sci-
ence branch, has recently launched an ambitious project to comprehensive-
ly “map human health” (Verily 2018). The “Project Baseline”, in partnership 
with Duke and Stanford Universities, will collect and analyze a wide range 
of genetic, clinical and lifestyle data on some 10,000 healthy volunteers over 
a period of four years, with the aim of creating a vast baseline dataset of hu-
man health, and to develop preventive treatments. Concurrently, Alphabet’s 
London-based AI offshoot, DeepMind, is eagerly seeking out medical appli-
cations for AI and deep learning, for the prediction of, amongst others, car-
diovascular risks and eye diseases based on retinal scans, medical outcomes 
of patients based on hospital data, and breast cancer based on mammogra-
phies (Poplin et al. 2018; Ram 2018). Google, Microsoft, Amazon and IBM 
have also begun packaging their cloud infrastructures as centralized genomic 
databases, where genomic researchers can store and run queries on genomic 
data. And most recently, a number of these companies have begun moving 
into the domains of employee healthcare and independent care centers, and 
health insurance (Muoio 2018; Wingfield et al. 2018).

As mentioned above, many of these techniques still have not delivered 
on their promises, all the while introducing a host of new challenges and 
limitations. Yet their potential remains promising, and places these corpora-
tions in a privileged position in the move towards the data-driven medicine 
and healthcare of the future. First, because personalized medicine requires 
linking various types of data, including the lifestyle and environmental data 
that can be generated by mobile devices. This is exactly what the Apple Re-
searchKit software allows researchers to do (Savage, 2015; Shen, 2015). Sim-
ilarly, the new data repositories and data analytics expertise offered by tech-
nology companies – from clouds to machine learning – promise to overcome 
the limitations of traditional tools used by universities and hospitals. Sec-
ond, because this new model of research may become paradigmatic of the 
multi-stakeholder, or “quadruple helix”, collaborations that are envisioned in 
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both Europe and the United States as a basis for the future knowledge econo-
my, that bring together academia, industry, government and civil society. The 
much anticipated “All of US” personalized medicine initiative in the US, for 
example, will include collaborations between the NIH, universities, private 
companies, and citizens. Google is already advising one of the pilot studies 
that is probing how to recruit volunteers.

3. New strains on informed consent and privacy protections

But this new model of research also raises a number of risks and challenges. 
The power of large-scale data analytics is the capacity to combine datasets 
from highly different contexts with relative ease. Data here becomes, and 
should be, perpetually available for repurposing. But this poses important 
challenges to the principle of informed consent, a pillar of medical ethics, 
which can no longer realistically capture the risks arising from unforeseen 
uses of a participant’s data. At the same time, advanced computational tech-
niques and data mining approaches developed in recent years make it possible 
to re-identify data that has been anonymized with increasing ease (Gymrek 
et al. 2013; Sweeney et al. 2013). Anonymity, in other words, which is often 
upheld as a means of ensuring privacy, can no longer be guaranteed in this 
context. This tension is further exacerbated in the context of research facili-
tated by commercial actors in several ways. First, consumer apps and devices 
that generate health-related data occupy somewhat of a gray area between 
the highly regulated medical domain and the less regulated consumer market 
(Lucivero and Prainsack 2015). Privacy and data protection legislation for 
health information in the EU and the USA does not necessarily apply to data 
shared in such devices, nor to personal health data shared by an individual 
voluntarily in a social network or with a third party. Thus, some commenta-
tors have suggested that the presence of tech firms in health-related data col-
lection and research is fertile ground for new forms of corporate surveillance, 
whereby personal health data may be sold to third parties such as advertisers, 
insurers and employers (Olson 2014; Zang et al. 2015).

Contextual approaches to privacy are helpful for understanding how pri-
vacy is challenged here. The legal philosopher Helen Nissenbaum (2010) for 
example, argues that privacy expectations differ depending on contextual 
circumstances: on the nature of the information, the type of relationship in 
which information is transferred and the uses to which it is put. Different 
norms, Nissenbaum maintains, exist for regulating information in different 
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contexts – be they medical, social or commercial. Thus, information shared 
with one’s doctor is not governed by the same contextual norms as infor-
mation shared with a colleague at work. Yet the ease of flow of information 
that is digital contributes to a transgression of contexts, in which individuals’ 
expectations of data privacy may be violated and through which they may 
become exposed to a-contextual interpretation. In the framework of medical 
research using digital data generated in non-medical contexts, then, there is 
a relatively high likelihood of context transgression.

A recent controversy surrounding a data sharing partnership between 
Google DeepMind and the NHS illustrates how some of these issues are al-
ready playing out. Announced in 2016, the collaboration between DeepMind 
and the Royal Free London, a NHS Foundation Trust, granted DeepMind 
access to identifiable information on 1.6 million of its patients in order to 
develop an app to help medical professionals identify patients at risk of acute 
kidney injury (AKI). Following an investigation, the Information Commis-
sioner’s Office (2017) ruled that this transfer of data and its use for testing the 
app breached data protection law. Namely, patients were not at all aware that 
their data was being used. Under UK common law, patient data can be used 
without consent if it is for the treatment of the patient, a principle known as 
“direct care”, which the Trust invoked in its defense. But as critics argue, in-
sofar as only a small minority of the patients whose data were transferred to 
DeepMind had ever been tested or treated for AKI, appealing to direct care 
could not justify the breadth of the data transfer.

4. Innovating privacy protection

This is not to say that privacy breaches and ill-use of informed consent mech-
anisms will necessarily accompany a Googlization of health research. As these 
companies move into the highly sensitive domain of health data, they will 
need to adapt to the complex regulatory landscape of healthcare and medical 
research. What’s more, getting privacy right – certainly on the backdrop of 
heightened public scrutiny and mistrust of how large tech corporations han-
dle personal data, fueled by scandals like Cambridge Analytica – seems to be 
a priority for them moving forward in health. 

Apple, for example, has been proactive about clarifying its commit-
ment to protecting the privacy of participants in ResearchKit studies. The 
ResearchKit is designed so that data is collected on the iPhone but is not 
available to Apple. Instead, it is encrypted and sent to the researchers who 
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are conducting the study. Thus, the first five ResearchKit studies were de-
signed in collaboration with Sage Bionetworks (http://sagebionetworks.
org), a non-profit research organization that gathers the data collected on 
a participant’s phone, de-identifies and codes it, and hosts it on a platform 
where researchers can access it. Sage acts as a repository, or mediator here, 
between users’ phones and medical researchers. And while Sage is very open 
about the technical limitations of making data completely anonymous, they 
are positioning themselves as a trustworthy data-sharing facilitator. Anoth-
er example of the importance of privacy in GHR collaborations is one of 
Verily’s current research projects on Parkinson’s disease, in partnership with 
Radboud University Medical Center in the Netherlands. The Personalized 
Parkinson’s Project (https://verily.com/projects/precision-medicine/person-
alized-parkinson-project/), which will track 650 patients with early Parkin-
son’s disease over two years, is collecting a vast array of multidimensional 
data including brain images, DNA, spinal fluids, clinical data and data col-
lected by a high-tech wrist watch developed by Verily that will gather phys-
iologic and environmental information on subjects, including things like 
movement, pulse, and ECG. Here too, the importance of patient confiden-
tiality as a condition of success has been foregrounded from the beginning 
of the project design. From the outset, the question of how to securely store 
all this data and share it with other projects that are exploring Parkinson’s 
(one of the aims of the study), was entrusted to a group of digital securi-
ty specialists at Radboud University who developed a novel privacy-pro-
tection-by-design framework for the project that works via encryption and 
pseudonymization (Verheul and Jacobs 2017). 

5. Thinking beyond privacy

It is not unreasonable to expect, then, that GHR projects may implement 
better data protection mechanisms than traditional, public research using 
multidimensional data and advanced data analysis. But privacy and patient 
confidentiality may be only one of the challenges that a move towards this 
new model of research entails. Just as important are questions about the value 
of personal health data and publicly-generated datasets, and what market ad-
vantage is conferred to commercial entities who can access them and develop 
treatments and services based on this access (Sharon 2016). The DeepMind 
controversy, for example, and the critical questions and discussions it engen-
dered (Powles and Hodson 2017; The Guardian view, 2017), are not limited 
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to the issue of privacy breaches and mis-construal of the category of “implied 
consent”. GHR also raises questions about the newfound role corporations 
that are already very powerful in other domains of human activity will begin 
to play in healthcare and research, and the new power asymmetries between 
corporations, public health institutions and citizens as data subjects, that 
may ensue. For example, how open will the datasets that these companies are 
compiling be? Will they be proprietary or publicly owned? What kind of me-
diating or gate-keeping role will corporations play in deciding who has access 
to these datasets and what criteria will this be based on? Also, what role will 
these companies begin to play in setting healthcare agendas? In the past, the 
monopolies given to drug companies via the patent system led to abuses. The 
same may become true of valuable insights derived from data that citizens, 
recast as participants in research, voluntarily give away, or datasets that pub-
lic institutions like hospitals allow companies access to. 

These are questions that concern collective and societal benefit, and that 
foreground a number of concerns that move beyond (just) privacy and in-
formed consent, including accountability, social justice, democratic control 
and the common good. It is paramount that these values find their way into 
new forms of regulation and governance frameworks for GHR type collab-
orations if we are to reap the benefits that GHR can produce for advanc-
ing medical research and treatments in ways that secure the public interest. 
Such governance frameworks should be able to establish checks and balanc-
es in regard to the responsibilities and control given to involved parties, in-
cluding commercial entities, public research institutions and patients. And 
further, they should be able to take into account who benefits from the use 
of health data and how, and to determine how value – financial or other 
– is shared and distributed between involved parties (including “society” 
at large). No one discipline is fully equipped to do this. Medical ethics, in 
its current form, is not broad enough to address many of these concerns. 
It may benefit from incorporating insights from non-medical legal frame-
works like anti-trust law. And further, from social science disciplines like 
critical data studies that draw on a political economy critique to address 
the development of new big data divides based on access to and ownership 
of data, technological infrastructures and technical expertise. The first step 
towards this should be an open conversation will all parties involved about 
what is at stake in the move towards data-driven, technologically-enabled 
personalized medicine – what values are served by it, what trade-offs it may 
entail, what is morally relevant and which final goals and conceptions of the 
good are worth being pursued. 
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